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Cibercrimen en cifras



OrganizadosInteligentes Creativos
Muy bien 

financiados

No están 
limitados por 

barreras 
geográficas

Los adversarios de hoy son…



Un ecosistema de adversarios en crecimiento

sofisticadas



Un ecosistema de adversarios en crecimiento

Exploit Kits

US$1,400 por mes

Ransomware

30% de la utilidad 

Spearphishing

Entre US$100 y $1,000 por cuenta 

controlada

Nos enfrentamos a sofisticadas organizaciones criminales

Proxy Services to Evade IP: 

Precio: US$100 seminal por  

100,000 proxies



Digital Crimes Unit

Identificar
Spam/malware

Nuestro Enfoque
DCU aplica soluciones legales y técnicas 

únicas para identificar, investigar y disrumpir 

la ciberdelincuencia facilitada por malware y 

las actividades causadas por actores Estado-

nación.

Investigar
Ingeniería inversa, descubrir la 
infraestructura

Disrumpir
Coordinación con socios públicos y 
privados; determinar la estrategia

Los Botnets son utilizados por los 

ciberdelincuentes para llevar a cabo 

Ataques de negación de servicio

distribuido (DDOS), envio masivo de

campañas de spam, proliferción de

software malicioso, robar datos

financieros y cometer fraude, y

espiar y extorsionar a sus víctimas. 

Malware



DCU Malware Disruption Operations

NITOL
SEPTEMBER 2012

MALWARE SPREADING 

BOTNET, DISTRIBUTED 

DOS ATTACKS

Introduced in the supply 

chain relied on by Chinese 

consumers. Settled with 

operator of malicious 

domain.

ZEUS AKA ZBOT
MARCH 2012

IDENTIFY THEFT, 

FINANCIAL FRAUD

Steals identity, financial 

information, controls PC, 

turns off firewall, installs 

other malware, 

ransomware. Cross-sector 

partnership with financial 

services. Focused on 

disruption because of 

technical complexity.

KELIHOS
SEPTEMBER 2011

SPAM, BITCOIN MINING, 

DISTRIBUTED DOS 

ATTACKS

Trojan that distributes 

spam, steals logins, 

bitcoins, downloads and 

executes files. Partnership 

between Microsoft and 

security software vendors. 

First operation with a 

named defendant.

RUSTOCK
MARCH 2011

SPAM

Rootkit-enabled back door 

Trojans which  distributed 

spam e-mail. Support by 

stakeholders across 

industry sectors. Involved 

US & Dutch law 

enforcement, and CN-

CERT.

CONFICKER
FEBRUARY 2010

BOTNET WORM

Worm spread via USB and 

internet. Would infect 

other devices in common 

network. Global cyber-

security elites joined forces. 

Microsoft-led model of 

industry-wide efforts.

WALEDAC
FEBRUARY 2010

SPAM

Trojan that collects email 

addresses, distributes 

spam, post data to webs, 

downloads executable files. 

Proving model of industry-

led efforts. Severed 70-

90,000 devices from the 

botnet.

BAMITAL
FEBRUARY 2013

ADVERTISING CLICK-

FRAUD

Hijacked user’s search 

results, took victims to 

dangerous sites.

Takedown in collaboration 

with Symantec. Proactive 

notification and cleanup 

process.

RAMNIT
FEBRUARY 2015

IDENTITY THEFT, 

FINANCIAL FRAUD

Module-based malware 

which concentrates on 

stealing credential 

information from banking 

websites.

International public-private 

partnership, shut down 

C&C servers, redirected 

300 domains.

SIMDA
APRIL 2015

IDENTITY THEFT,  

FINANCIAL FRAUD

Uses remote access to steal 

personal and banking info., 

as well as  install other 

malware.

Partnered with Interpol and 

industry partners and 

activated CME platform, to 

disrupt global malware 

attack. 

CAPHAW
JULY 2014

IDENTITY THEFT, 

FINANCIAL FRAUD

Focused on online financial 

fraud responsible for more 

than $250M in losses. 

Coordinated disruption 

with public-private sector 

partnerships.

GAMEOVER 
ZEUS
JUNE 2014

IDENTITY THEFT, 

FINANCIAL FRAUD

Extremely sophisticated 
trojan which steals banking 
credentials. Spread via 
spam or phishing 
messages.

Worked in partnership with 
LE providing Technical 
Remediation. 

BLADABINDI & 
JENXCUS AKA
B106
JUNE 2014

IDENTITY THEFT, 

FINANCIAL FRAUD, 

PRIVACY INVASION

Discovered July 2012. 

Pervasive family of 

malware spread through 

infected removable drives 

and downloaded by other 

malware.

ZEROACCESS 
AKA SIREFEF
DECEMBER 2013

ADVERTISING CLICK-

FRAUD

Hijacks search results, 
takes victim to dangerous 
sites. Cost online 
advertisers upwards of $2.7 
million each month.  
Successful disruption in 
partnership with Europol 
EC3, FBI, A10 Networks.

CITADEL
JUNE 2013

IDENTITY THEFT, 

FINANCIAL FRAUD

Committed online financial 

fraud responsible for more 

than $500M in losses. 

Coordinated disruption 

with public-private sector 

partnerships to combat 

cybercrime.

DORKBOT
DECEMBER 2015

IDENTITY THEFT, 

FINANCIAL FRAUD

Disables security, steals 

credentials, personal info., 

distributes other malware. 

Spreads via USB, 

messaging, and social 

networks.

Partnership with Homeland 

Security and international 

agencies.

NECURS
MARCH 2020

MALWARE AND SPAM 

SPREADING BOTNET

Globally dispersed spam 
and malware distribution 
botnet with a sophisticated 
and redundant command 
and control infrastructure. 
The Necurs botnet has 
been used to deliver 
ransomware, financial 
malware, spam, and stock 
scams.

THALLIUM
DECEMBER 2019
NATION-STATE

Nation-state actor. Targets 
government employees, 
think tanks, university staff, 
organizations focused on 
world peace and human 
rights, and individuals that 
work on nuclear 
proliferation issues. Most 
targets were based in the 
U.S., as well as Japan and 
South Korea.

PHOSPHORUS
MARCH 2019

NATION-STATE

Nation-state actor aka APT 
35, Charming Kitten, and 
Ajax Security Team. Targets 
prominent individuals in 
business and government 
to steal credentials. Targets 
also include activists and 
journalists – especially 
those involved in advocacy 
and reporting on issues 
related to the Middle East.

GAMARUE
NOVEMBER 2017
MALWARE SPREADING 
BOTNET

Sold as a Crime kit, first 
seen in 2012. Distributed at 
least 80 different malware 
families. Detected/blocked 
on an average of 1.1 million 
machines every month. 
Disruption started Dec 2015 
involving Windows 
Defender team and DCU. 
Partnered with ESET and 
global LE agencies.

AVALANCHE
NOVEMBER 2017

CRIMINAL SYNDICATE

Int’l criminal syndicate 

involved in phishing 

attacks, online bank fraud, 

and ransomware. Also 

refers to the network of 

systems used to carry out 

the activity. Initial 

takedown global law 

enforcement occurred on 

30 November 2016.

BARIUM
NOVEMBER 2017

NATION-STATE

Nation-state actor heavily 

targeting gaming and 

internet content industries. 

Highly targeted theft of 

sensitive information using 

a custom malware toolkit 

that has extensive 

capabilities (stealing 

credentials, exploitation 

and data exfiltration).

STRONTIUM
AUGUST 2016

NATION-STATE 

Nation-state actor aka 

APT28, Fancy Bear. Highly 

targeted theft of sensitive 

information. 

Uses zero-day exploits and 

spear phishing attacks to 

gain network/account 

access. 

TRICKBOT
OCTOBER 2020

FINANCIAL FRAUD/  

MALWARE+RANSOMWA

RE DELIVERY BOTNET

Globally dispersed financial 
trojan and malware 
distribution botnet with a 
compromised IoT-based  
command and control 
infrastructure. Trickbot has 
also been used to deliver 
ransomware.

NICKEL
DECEMBER 2021

NATION-STATE

Nation-state actor. Highly 
sophisticated techniques 
with goal of inserting hard-
to-detect malware that 
facilitates intrusion, 
surveillance, and data theft. 
Targeted private/public 
sectors including 
diplomatic organizations in 
the Americas, Europe and 
Africa.







90% de las 
intrusiones se 
originan con un 
email



No se pueden 
combatir las 

amenazas del 
presente con 

herramientas del 
pasado



Crear una cultura 
de prevención 



Todo estará 
conectado



Todo puede ser 
alterado



La ciberseguridad 
necesita convertirse 

en el propósito de 
todos





Gracias!


